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def GetStrings(path):
# as strings of interest can be in any flavour, it's better to use 'strings” Linux tool to find them all
# even on windows githooks are run via tiny bash so we don't have to cary this tool with repo
strings = b""'
stringTypes = ['s', 'Ss', 'b', '1', 'B', 'L']

for stringType in stringTypes:
strings + (['toolsfBtrings.exe', '-e', stringType, (path).

return strings

IsBin

aryClean(path, doNotCheckShlccdeSection , doNotCheckDebugDir
('Checking %s' % path)

# check for sensitive strings

data
try:
# we'll need it a bit later
data n(path, 'rb'). ()
except:
[ '%s is not a valid path')
return

strings )5 (path)

badStrings ['heliconia', 'heliconia-charlotte', # project name
'freezer', 'majinbuu’, 'janemba', # developer names
‘variston' # company name
|
for badString in badStrings:
badStringVariants = [badString, badString.upper(), badString[@]. () + badString[1:]]
if (badStringVariant. (‘utf-8') in strings for badStringVariant in badStringVariants):
('Found string %s (might be in different case)' % badString)
return

# check for presense of debug directory
pe = pefile.PE(data=data)

if not doNotCheckDebugDir:
for data_directory in pe.OPTIONAL_HEADER.DATA_DIRECTORY:
if data_directory.name == 'IMAGE_DIRECTORY_ ENTRY_DEBUG':
if data_directory.Size != 0:
nt('Found debug directory. Get rid of it')
return
if not doNotCheckShlccdeSection:
for section in pe.sections:
if b'.shllcde' in section.Name:
('Found .shllcde section. Get rid of it')
return
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