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Mike Swanson's Blog

Activision’s Faulty Anti-Cheat Software

Activision’s blind faith in the infallibility of their RICOCHET anti-cheat software, combined with a buggy and
unstable Call of Duty: Modern Warfare II release, has resulted in faulty, permanent, and unappealable player
account bans that prevent users from starting even the single-player game. These bans leave wrongly accused
users who paid $70+ (USD) with no explanation, recourse, or ability to communicate with Activision about
their issue. The message is: you've been banned for doing something, we can'’t tell you what you did, please
don't do it again (or we might ban you from our other games), and oh, thanks for the money.

Because actual in-game cheating is so rampant, attempts to raise this issue meet with predictable “shut up and
go away, cheater”-style responses on Twitter and Reddit. And moderators of popular forums like
r/ModernWarfarell refuse to allow posts that try to increase awareness of the issue, again, likely assuming
we're all a bunch of whining cheaters. [ don’t think they're aware of the disservice they're doing to their
community by actively suppressing these reports (or conspiratorially, they’re influenced by Activision itself).

The top-rated review on Steam for Modern Warfare Il ineludes comments from many banned users, and the
1/ Activision subreddit also contains several posts. Players are so frustrated that they’re organizing themselves

in places like Discord - COD False Ban Class Action Lawsuit (500+ current members) where they’re filing
reports with the Better Business Bureau (BBB) and the Federal Trade Commission (FTC), among others. An
Activision Anti-Consumer Practices site has also been setup to coordinate efforts.

Even Activision Blizzard’s own support staff are aware of the issue, responding:

We understand that bans can be frustrating and sometimes can be raised by Activision for no reason,
and we have had several complaints about the same matter. (boldface mine)
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About

Hi. I'm Mike Swansaon,
technologist, owner of Juicy Bits,
and former Microsoft employee
of 12 years. This is my blog.
Have a comment or question?
Contact me.
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